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1.0 POLICY:

The data shall be stored either electronically and/or physically. Whenever the electronic
storage is done, it shall be ensured that there are adequate safeguards for protection of
data. The patient data is stored electronically in the med-mantra domain & through the
medical records the clinical care data is maintained

2.0 PURPOSE:

It is to ensure that all the data related to patient and the hospital administration has to be
stored in a proper and adequate manner, and also a proper policy laid down for the retrieval
of the data.

3.0 DEFINITION:

Backup Policy:

Definition: To back up data is to copy them to another medium so that, if the active data are
lost, they can be recovered in a recent if not completely current version. Backup is primarily
intended for disaster recovery. The server and network computers are backed up on regular
basis to protect against data loss due to malfunction or human error.

4.0 ABBREVIATIONS (IF ANY):

MRD - Medical Records Department
5.0 SCOPE:

Hospital Wide

6.0 RESPONSIBILITY:

MR department, IT department

7.0 DISTRIBUTION:
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Medical Record Department., IT department
8.0 PROCESS DETAILS:
8.1 DESCRIPTION OF THE PROCESS

= Data stored physically (e.g. Medical Records) shall be kept secured to prevent risk of loss
or theft

= The physical data storage shall be maintained under the supervision of an authorized
personnel designated to manage the same.

Data stored physically shall be stored such that it is protected from rodents, pests and
such other harmful environment

There shall be a system/software provision to cross-match the physical data with the
electronic data

Corrective actions to be taken while faulty use shall be documented and implemented in
the Organization

The electronic data shall be stored and updated in specific modules subject to access
only by authorized personnel, either medical and/or non-medical staff

A system shall be in place to trace unauthorized use by the Staff

The Hospital must emphasize that only appropriate clinical and managerial staff shall
participate in selection, integration and usage of data.

The activity and responsibility matrix with regards to storage and retrieval of data is
mentioned in the below matrix table:

8.2 ACTIVITY AND RESPONSIBILITY

| Back up | Procedural steps | Responsibility
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Frequency

A backup shall be taken on daily basis by
automated scheduling. Back up shall be taken on
Hard drive, External Hard drive, Tape drive.
External Hard drive and Tape drive can be used for
offsite storage

IT personnel/System
Manager

Departmental
systems

Departments and sections that run their own
servers shall be responsible themselves for backup
of systems and data on the servers.

Respective
Department(s)

Departmental
Back up

IT shall take the everyday incremental backup of
important data from all the PCs.

IT personnel/System
Manager

There are different types of Back up data as mentioned below:

No

Sr. Type of Back Up of our HMIS

Responsibility

1

Full backups - This is a complete set of all of the data you

want to back up. You'll want to keep a current backup of
your entire system around, but you don't need to do these
daily, as most of your files don't change every day and full
backups are time-consuming.

System Manager and
User

Differential backups - This is the set of any files that have
changed since the last full backup. These backups take less
time and space than a full backup, but more than an

System Manager and
User
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incremental backup.

Incremental backups - This is the set of files that have
changed since the previous backup (whether it is a
differential, incremental, or full backup). These backups
take the least time and space, but in the event of data loss
you'll need to restore data from several backups (the last
full backup, the last differential, and all the incremental
backups since the last differential) and restore them in
precisely the correct order.

System Manager and
User

Database Server Backup - There is every day backup
schedule in morning & evening which takes full &
incremental backup

System Manager and
User

Mail server backup - There is every day backup schedule in
evening

System Manager

Departmental PCs Backup — There is weekly Incremental
backups which backup data of shared ‘DATA’ folder from
departmental machines.

System Manager

Physical
storage

Procedural steps

Responsibility

1

Medical Records shall be kept secured to prevent risk of
loss or theft

MRD department

To prevent loss due to rodents, Pest control to be

MRD department+
Maintenance
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Department

undertaken at a regular frequency

Policy for storage, retrieval, Safeguarding data record against loss, destruction and

tampering

The organization determines the need for and appropriate levels of security and
confidentiality of data and information.

The organization determines how data and information can be retrieved on a timely and
easy basis without compromising the data’s and information’s security and
confidentiality.

3. The organization has a functioning mechanism designed to preserve the confidentiality
of data and information identified as sensitive or requiring extraordinary means to
protect patient privacy.

4. The organization has a functioning mechanism designed to safeguard records and

information against loss, destruction, tampering, and unauthorized access or use.
This section addresses issues regarding confidentiality, security and integrity of the data.

In particular, meeting the intent of this standard requires achieving a balance between the
need to provide personnel with access to the information they need and the need to ensure

confidentiality of the information.
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The management of these issues addresses who has access to what information, the
obligations of personnel with respect to confidentiality, the release of medical records, and

the mechanisms for guarding against unauthorized intrusion, corruption, and damage.

Many of the requirements in this section are not new; however, they have been broadened
to include all types of data and information (i.e., human resource, credentialing, and risk

management information).

The organization determines the need for and appropriate levels of security and

confidentiality of data and information.

In general, the facility should have policies and procedures in place and implemented, at
both the organization-wide level and the departmental level, regarding security and
confidentiality of information. The organization, through terminals and printers located
throughout the organization, provides easy access to information; system security should be

an integral part of the overall security plan.

Security features offer the following capabilities to be leveraged in the security portion of

the information management plan:

e Assignment of access through the use of user groups based on need for/use of the

information.
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e Automatic maintenance of the verify code, with the site having ability to set.

o Audit trail reports at the Digital Standard AND Virtual Memory System (VMS), levels

to monitor and control access.

Ad hoc reports can also be used to assemble data on particular access issues.

For facilities that have implemented the Inpatient Divided Work Center, information access
can be restricted to a user’s division while granting access for other users who need access

to integrated patient information across divisions.

The audit trail reports provide information on who changed agreements, what the changes
were, when the changes were made, etc., by different categories (e.g., group agreements,

single provider).

The system can assist in the dissemination of policies and procedures regarding security and

access through the use of software combined with the View Text feature of Clinical Desktop.

The organization determines how data and information can be retrieved on a timely and
easy basis without compromising the data’s [sic] and information’s security and

confidentiality.

Page 7 of 13

Prepared by: Approved by:

/
|

D e Vbl Verified by: " G lotatoni Losawyy

Mr.Leela Veerababu.D Dr. M. Gowtham Krishna Ms.Lakshmi Lavanya

Incharge — IT Dept Medical director Chief executive officer




INODAYA Hospitals - Kakinada Documentation code:

K)) lnodaya INH/IMS.Doc.No:06
l

Hospitals Policy on Storage And Retrieval Of Data Prepared date: 11/11/2025

(

Reference: IMS.2.e.NABH Standards — 6™ Edition Issue Date: 11/1/2025

Issue no: 01 Review No: 0 Review date: 10/11/2026

Through the distribution of terminals in patient care, administrative, ancillary, and support
areas throughout the facility, and through the system design feature that allows any
authorized user to access information from any terminal, regardless of location, the
organization provides timely and easy access to the information collected and maintained in
the system. Users can obtain printed copies of data outputs and reports upon request or as

part of routine printing cycles.

The system also offers features and reports that can be used in the process of monitoring

and controlling access, and in investigating unauthorized access or other security violations.

Ad hoc reports can also be developed to monitor dial-in access or research any reported

breach in security.

The organization has a functioning mechanism designed to preserve the confidentiality of
data and information identified as sensitive or requiring extraordinary means to protect

patient privacy.

Through the display of the Privacy Act Statement on appropriate Screens and outputs, users

are reminded of the sensitive nature of the data and the need to protect confidentiality

Through the security features of the system, site personnel can control access to data in the

following ways:
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e Limit access to specific menus and pathways.

e Control access to the data element level.

Capabilities for providing extra protection against unauthorized access to sensitive

information include the following:

Limit access to data/information on highly sensitive (Very Important Person [VIP])
patients.

Limit access to credentialing information.

Limit access to sensitive patient information such as laboratory test results for
Human Immunodeficiency Virus (HIV), sexually transmitted diseases, etc., or

appointments for mental health services to designated personnel with need to know.

For HIV and other sensitive test results, the system also provides a report--Sensitive Results

Access List (LAB)-listing all users who accessed sensitive results.

For facilities that have implemented Inpatient Divided Work Center, system capabilities

include the ability to limit access to users within same division.

The option for the Consultation Form includes three additional security keys whereby the
facility can control access to consultation reports for VIPs, patients with HIV, and other

sensitive cases (e.g., patients under psychiatric care).

Page 9 of 13

Prepared by: Approved by:

/
|

D e Vbl Verified by: " G lotatoni Losawyy

Mr.Leela Veerababu.D Dr. M. Gowtham Krishna Ms.Lakshmi Lavanya

Incharge — IT Dept Medical director Chief executive officer




A\ Hospitals

Q) Inodaya
|

INODAYA Hospitals - Kakinada

Documentation code:
INH/IMS.Doc.No:06

Policy on Storage And Retrieval Of Data

Prepared date: 11/11/2025

Reference: IMS.2.e.NABH Standards - 6" Edition

Issue Date: 11/1/2025

Issue no: 01

Review No: o

Review date: 10/11/2026

4. The organization has a functioning mechanism designed to safeguard records and

information against loss, destruction, tampering, and unauthorized access or use.

The overall implementation and day-to-day operations of the organization have mechanisms

designed to safeguard data/information against loss destruction, and unauthorized access

or use. Many of these mechanisms are specified in the System Security Plan and the

Contingency of Operations Plan. Some of the primary mechanisms are likely to include:

System back-up on a routine daily / weekly basis and a remote backup to be kept in

different place.

Uninterruptible power supply to protect from power outages planned testing of

emergency power, etc.

Archiving of data and the storage of the data in a location with appropriate physical

security (controlled access, fire-proof vaults, protection from water damage, etc.).

Communication through Intercom notification of user need to change verifies code at

site-defined periods of time.

Yearly modification of the user access code as and when required.

Plan for recovering important data and information in the event of a disaster.
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e The system has two sets of hard drives. One set runs the system and the second set
serves as a copy (mirror). This means that all information is duplicated in the system

to minimize data loss from a system crash.

The system is backed up on external hard drive every 24 hours. The external hard
drive are stored in the Information Technology / Telemedicine Department and it is
available when the system fail.

Daily back up into external hard drive are stored in a fireproof safe in the Information

Technology Department.

Contingency procedures for operations interruptions

Anticipated system down time is scheduled for hours of lowest impact. (Examples include
night shift and lunch time.) Departments are given advance notice of scheduled system

down time over intercom.

Each department has procedures for management of information during computer down

time.

Emergency Management Plan:
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Each department has procedures for management of information during computer down

time.

Each department has a Utilities Management Plan for emergencies.

DATA RETRIEVAL:

Data retrieval and what it will address, including retrieval from storage and information
presently in the system, retrieval of data in the event of system interruption, and back up
of data

Daily back up of the system is performed and information stored on external hard drive.
These external hard drives are available to retrieve data in the event of a system failure.
The system has two hard drives that mirror data to decrease the likelihood of a system
failure.

In the event of a system interruption, each department has procedures for the
management of information and a department specific Utilities Management Plan for
emergencies.

As there is a constraint in Hardware and software limitation, the online data is kept for

one year and all the other Data is kept offline. The offline data is adequately kept in the
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back up server and can be accessed on demand. The Offline data can be provided on

demand within 24 hrs of the requested time.

SAFEGUARDING

e Ensure that information is protected commensurate with the risk and magnitude of the
harm that would result from the loss, misuse, or unauthorized access to or modification
of such information;

Limit the sharing of information that identifies individuals or contains proprietary
information to that which is authorized, and impose appropriate conditions on use
where a continuing obligation to ensure the confidentiality of the information exists;

Provide individuals, upon request, access to records about them maintained in Privacy

Act systems of records.
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